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Appeared at CSLaw 2022 
In a nutshell… 

Main contributions:

01. Document misalignment 
between trust models

02. Illustrate shift rather than 
removal of trust

03. Explore technical, organizational 
and legal strategies to realign trust 

Departing premise:
Cryptography "removes trust in 
service provider" 
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Image taken from Sébert, A. G., Sirdey, R., Stan, O., & Gouy-Pailler, C. (2022): 
"Protecting data from all parties: Combining FHE and DP in federated learning"
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Image taken from Souha Masmoudi, Maryline Laurent, Nesrine Kaaniche: PIMA: a privacy-preserving identity management system 
based on an unlinkable MAlleable signature. Journal of Network and Computer Applications (JNCA), 2022, 208 (103517), pp.1-35.  
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Privacy-by-design 

"Data security is undergoing a significant evolution. Initially, 
security sought to protect data at the perimeter of the organisation. 
It is now moving to a new “zero trust” paradigm where the bad 
actors are already assumed to be inside the organisation." 

"[PETs] provide more control to data subjects and enhance trust in 
the processing of data (compare with section above on zero trust). 
OECD research has long championed 'privacy by design'." 

Taken from: "Emerging privacy enhancing technologies. Current regulatory and 
policy approaches". OECD Digital Economy Papers. March 2023, No. 351
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Key points 

1. Cryptography does not "remove trust" 
• Misalignment between trust models 
• Shift and distribution rather than removal of 

trust

2. Need for technical, organizational and legal 
strategies to close trust gap



1. Private web search  
More hypothetical

2. Instant messaging 
Deployed applications

In our paper: two concrete examples



We compare 
• "TrustIM" (promise-based) 

• WhatsApp (end-to-end encrypted) 

• Signal (end-to-end encrypted)

(Some) observations: 
• Control of the client and updates 

• Signal open source!

Instant messaging
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Trust as a societal phenomenon

Trust (philosophy & social science): 
• interaction history 
• reputation 
• known personal characteristics 
• mutuality and reciprocity 
• contextual norms and roles 

(familiar, professional, …) 
• …

Extraordinarily rich concept, covers a variety of relationships

Trust (cryptography): 
• Narrowly defined, term of art:  

adherence to specified behavior 
• Obscures certain nuances: 

"Bob is trusted" 
• 'Bob' stands as a monolith for Bob 

himself, his client, his device. 
• Bob may be untrustworthy (outside 

of the cryptographic model) 
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Lessons

Cryptography (may) distribute, shift trust 

Does not eliminate but reinforces trust on provider! 

Need sociotechnical arrangements (publish code, 

audits by experts) 
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Bridging the (trust) gap
What legal, organizational, technical, or other measures 
could support cryptographic privacy technologies where 
traditional modeling assumptions are in doubt?

• Publish specifications 
• Publish source code 
• Signed code, binary  

transparency,  
reproducible builds 

• …

• Make contractual 
commitments to 
technical/
organizational measures 
for privacy 

• Commit to clear penalties 
and consequences in 
case of violation 

• ...

• Obligatory third-party audits 
for tech companies meeting 
some conditions 

• Mandatory disclosure of 
audit results to govt 
agencies or public 

• Heightened duty of care for 
certain companies 

• ...

Technical & 
organizational

Private  
law

Public 
law



Thank you!

Contact: <ero.balsa@cornell.edu>

Paper: Ero Balsa, Helen Nissenbaum, and Sunoo Park. 
"Cryptography, Trust and Privacy: It's Complicated" 
Proceedings of the 2022 Symposium on Computer Science 
and Law. 2022.


