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ON THE WAY TO A EU DIGITAL WALLET

FOR A HIGHLY SECURE AND TRUSTWORTHY MARKET

Driven by the revision of the EU elDAS* regulation

Forecast that 80% of European citizens and residents will be equipp
with a EU digital wallet by 2030

To access administrative and commercial services across borders
For supporting trust services (electronic signature, timestamping...)
For certifying identities and attributes (to counteract impersonations)

Full study currently conducted by the chair Values and Policies of
Personal Information of Institut Mines-Télécom

« elDAS1: REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
23 July 2014 on electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC

« elDAS2: Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
amending Regulation (EU) No 910/2014 as regards establishing a framework for a European
Digital Identity, COM/2021/281 final, 3 June 2021
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Users must remain at the center of his identities and personal data
Users must be able to minimize data... (GDPR)

Users must be able to choose on the offer of wallet providers and
software tools

Users must still be able to interact with some services under pseudonyms
as most services are using this facility
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A solution to support pseudomyms, proof of identity,
data minimization, attribute certification
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Works carried out
within a PhD thesis conducte

by Dr. Souha Masmoudi
under the co-supervision of
Maryline Laurent and Nesrine
Kaadniche

Funded by VP-IP chair

Technology behind:
Adaptation of the malleable
Pointcheval-Sanders signature
enabling a user to modify an
attribute certificate
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CONCLUSION

Next steps: adoption of eI DAS2 during summer 2023; an EU digital wallet
expected for 2026-2027

A lot of research until then still needed to develop a wallet that respects EU
cybersecurity regulations and standards, and GDPR

A strict framework also needed to avoid excessive traceability of users

Further information

PRIMA VP-IP chair

Description: http://www-public.imtbs_— hﬁg [ [QVQlQ w:;minggrglicom fr/
tsp.eui~lauren m/PROJECT/PIMA html ’ '
Source code: y @CVPIP

https ://github com/soumasmoudi/malleable unlinkable sig
S. Masmoudi, M. Laurent, N. Kaaniche. PIMA: A privacy-

preserving identity management system based on an
unlinkable MAlleable signature. INCA, Elsevier, 2022

Chair VALUES AND POLICIES OF
PERSONAL INFORMATION

Data, identities and trust in the digital age




