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Can we automate the discovery of 
attacks against query-based systems?
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Attribute inference threat model

Consider a database D protected by a query-based system (QBS).

Year joined Department Salary

2022 Computing ?

Alice’s partial record

Alice’s unknown sensitive attribute

⚠ A successful attack leads to the disclosure of Alice’s private information.



 25

Search space of attacks

1. A set of queries q1, …, qm

  2.     A mathematical (arithmetic) function G to combine their answers in order to infer the sensitive attribute s.

The attacks we search for consist of two components:



 26

Search space of attacks

1. A set of queries q1, …, qm

  2.     A mathematical (arithmetic) function G to combine their answers in order to infer the sensitive attribute s.

The attacks we search for consist of two components:

Our goal is to find the best queries and the best 

function G allowing to accurately infer s.
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Empirical validation
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The attacks found by QuerySnout correctly 
guess Alice’s secret 4 times out of 5
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Empirical validation

👉 We obtain similar results on other systems, including non-deterministic ones and a budget-based 

mechanism implementing ε-differential privacy.

Diffix mechanism Table Builder mechanism

● We apply QuerySnout to two real-world mechanisms implementing deterministic noise addition.

● We compare the performance of QuerySnout with manual attacks from prior works.
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Takeaways

👉 Query-based systems (QBS) are one of the main ways to share data anonymously.

👉 QuerySnout can automatically find privacy vulnerabilities in QBSs, at the “pressing of a button” 🖰.

👉 Our work opens the door to automatically auditing the privacy of QBSs in a context-dependent way.

👉 Our code is available at https://github.com/computationalprivacy/querysnout.  

@fhoussiau@AnaMariaCretu5 @CULLYAntoine @yvesalexandre

https://github.com/computationalprivacy/querysnout


Thank you!
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Can automated attacks be mitigated by reducing the number of queries?

Limiting the number of queries is a popular defense.

👉 The performance of QuerySnout increases with the number of 

queries.

👉 It’s still very good even with 10 queries.

👉 It consistently outperforms the random search and the random 

solution.


