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More on the legal context
› Setting the record straight on a Belgian academic report 

https://about.fb.com/news/h/setting-the-record-straight-on-a-belgian-academic-report/

› De Smedt, Stephanie. "Facebook Loses the First Round of Its Battle with the Belgian Privacy 

Commission." Eur. Data Prot. L. Rev. 1 (2015): 293.

› Truyens, Maarten. "No More Cookies for Unregistered Facebook Users in Belgium: Belgian Data 

Protection Legislation Applies to Facebook." Eur. Data Prot. L. Rev. 2 (2016): 135.

› Vandendriessche, Gerrit, and Louis-Dorsan Jolly. "Belgium: Facebook Not to Tracking Non-Facebook 

Subscribers." Computer Law Review International 17.2 (2016): 57-60.

› De Wachter, Jos, and Charlotte Peeters. "Advocate General Rules on the One-Stop Shop Mechanism." 

Eur. Data Prot. L. Rev. 7 (2021): 129.

› De Busser, Els. "Data Protection Around the World: Belgium." Data Protection Around the World. TMC 

Asser Press, The Hague, 2021. 7-21.



Methodology

› How does regulatory action impact the tracking behavior of 

Facebook?
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Tracking?

Technical ability Intent



Methodology
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Tracking?

Technical ability Intent

Persistent
>90 days

Uniquely identifiable



Methodology
› How does regulation impact the tracking behavior of Facebook?

› Based on 4 technical reports

› Longitudinal analysis of the use of cookies by Facebook between 

2015-2022
• Limited to EU
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› 43 experiments
• Facebook users
• Non-users
• Opt-out

› Manual and automatic
› Facebook website and 

pages with Facebook 
products
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Facebook products



Tracking of non-users



Homepage
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2015 2017 2018 2022

Identifier cookie 
set by default?



Homepage
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Identifier cookie 
set by default?

2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_
c

Browser ID and Timestamp 2 years No



Homepage
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2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years No

fr 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days No

Identifier cookie 
set by default?



Homepage
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2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years No

fr 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days No

Identifier cookie 
set by default?

Outside of Belgium



Homepage
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Name Sample Value Description Expires

datr jicEVbqr3GxEtiz
EbP6XEG_c

Browser ID and 
Timestamp

2 years Yes

sb XMgoWzNEI74
CKz6iY4CnPHz
_

Browser ID and 
Timestamp

2 years Yes

Homepage 2015 2017 2018 2022



Homepage
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Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years Yes

sb XMgoWzNEI74CKz6iY4CnP
Hz_

Browser ID and Timestamp 2 years Yes

2015 2017 2018 20222015 2017 2018 2022

Identifier cookie 
set by default?

fr cookie outside of Belgium



Homepage

21

2015 2017 2018 20222015 2017 2018 2022

Identifier cookie 
set by default?



Policy pages
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2015 2017 2018 2022

Identifier cookie 
set by default?



Policy pages
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2015 2017 2018 2022



Policy pages
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2015 2017 2018 20222015 2017 2018 2022

Identifier cookie 
set by default?



Policy pages
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2015 2017 2018 2022

Identifier cookie 
set by default?



Summary
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2015 2017 2018 2022

Identifier cookies 
on policy pages?

Explicit consent?

Cookie banner?

Identifier cookies 
by default?



Facebook resources (without visit to Facebook)
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2015 2017 2018 2022

Third-party 
cookie set?



Facebook resources (without visit to Facebook)
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2015 2017 2018 2022

Third-party 
cookie set?



Facebook resources (without visit to Facebook)
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2015 2017 2018 2022

However…

Third-party 
cookie set?



Facebook resources (without visit to Facebook)
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2015 2017 2018 2022

However…
pixel.facebook.com
connect.facebook.com

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years No

Third-party 
cookie set?



Facebook resources (without visit to Facebook)
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2015 2017 2018 2022

Name Sample Value Description Expires

fr* 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days Yes

* Facebook pixel only

Third-party 
cookie set?



Facebook resources (without visit to Facebook)
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2015 2017 2018 2022

Third-party 
cookie set?



Facebook resources (with prior visit to Facebook)
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2015 2017 2018 2022

Identifier 
cookie sent to 
Facebook?

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years No

pixel.facebook.com
connect.facebook.com



Facebook resources (with prior visit to Facebook)
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2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years No/Yes

sb XMgoWzNEI74CKz6iY4CnPHz_ Browser ID and Timestamp 2 years Yes

fr 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days No/Yes

pixel.facebook.com
connect.facebook.com

Identifier 
cookie sent to 
Facebook?



Facebook resources (with prior visit to Facebook)
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2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years No/Yes

sb XMgoWzNEI74CKz6iY4CnPHz_ Browser ID and Timestamp 2 years Yes

fr 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days No/Yes

pixel.facebook.com
connect.facebook.com

Outside of Belgium

Identifier 
cookie sent to 
Facebook?



Facebook resources (with prior visit to Facebook)
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2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years Yes

sb XMgoWzNEI74CKz6iY4CnPHz_ Browser ID and Timestamp 2 years Yes

fr* 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days Yes

* Only upon consent

Identifier 
cookie sent to 
Facebook?



Facebook resources (with prior visit to Facebook)
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2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years Yes

sb XMgoWzNEI74CKz6iY4CnPHz_ Browser ID and Timestamp 2 years Yes

fr* 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days Yes

* Only upon consent

SameSite=None
Identifier 
cookie sent to 
Facebook?



Summary
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2015 2017 2018 2022

No URL leaks for 
social plugin

No URL leaks for 
Facebook pixel

Cookies sent to 
Facebook

Cookies set by 
Facebook 
resources



Cookie banner



Cookie banner
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2015 2017 2018 2022

Cookie banner



Cookie banner
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2015 2017 2018 2022

Cookie banner



Cookie banner
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2015 2017 2018 2022

Cookie banner



Cookie banner
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Cookie banner
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Cookie banner
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https://www.cnil.fr/en/cookies-closure-injunction-issued-against-facebook



Cookie banner
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Cookie banner
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● Explicit consent

datr-cookie

● No cookies set on policy pages

● Actual choice regarding advertising

fr-cookie

● Cookie banner

● Users are nudged towards accepting

● Cookie policy is less detailed

● What about cross-site tracking?

○ 5 identifier cookies used for 

authentication, security and account 

verification

○ 2 set for non-users and 3 set for 

Facebook users

○ Explicitly enabled by Facebook



Conclusion

Regulatory action does have an impact
› Tracking practices are changing and adapting

We see a positive evolution for user privacy
But we are not there yet

50



Thank you!
yana.dimova@kuleuven.be


