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The development of general-purpose AI models requires the creation of massive datasets, 

often built from publicly available data collected online. Website owners whose content is 

subject to such collection have a range of tools at their disposal to help them control the 

data being collected and the ways in which it may be used. The articles in this dossier first 

introduce the concepts related to online data scraping, before presenting the methods that 

website publishers can implement to manage and control the data collected by data 

extraction bots.  
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Introductory article  

Introduction 

When a publisher puts a website online, they do so to reach an audience and provide content 

(articles, videos, podcasts), sell products, or offer online services. However, users do not know 

the exact the domain name of every website they may wish to visit. Therefore, they rely on 

search engines, which suggest web pages based on keywords submitted by the user. To 

provide relevant results, search engines use automated programs that crawl the Web, analyse 

websites, and index them. This process is essential for both parties: it enables search engines 

to deliver useful search results to users, while allowing publishers to make their content visible 

to potential readers, customers, or users. Companies that develop search engines and website 

publishers can therefore both benefit from it. 

Today, some large language models can disrupt this sharing of benefits. Their training often 

relies on massive data collection from online sources, but the benefits received by website 

owners are often less evident. According to The Wall Street Journal, the rise of conversational 

agents and AI-generated summaries integrated into search engine results - providing access 

to information without clicking on links - has led to a decline in website traffic. This large-scale 

online data collection also raises questions about legality and about the obligations of the 

entity collecting this data when it includes personal data. The CNIL also recalls the obligations 

of the data controller in the context of developing an AI system involving the processing of 

personal data in its dedicated practical guidance sheets.  

Website publishers have technical means to regulate this practice: they can choose whether 

or not to allow access to their data by implementing mechanisms to block bots, or by explicitly 

defining access conditions through specific files consulted by the software programs that 

collect their data. 

 

Why regulate web data extraction practices? 

Risks to the proper functioning of websites, … 

The risks associated with data scraping, especially on a large scale, are numerous. When left 

unchecked, these practices pose a technical threat to website hosting. Web data extraction 

results in an increase in requests sent to the same server, which can lead to overloads or even 

server crashes, with consequences similar to distributed denial-of-service (DDoS) attacks. The 

recent overload of the company Triplegangers’ website caused by OpenAI’s scraping bots is 

one such example. 

 

https://www.wsj.com/articles/ai-has-upended-the-search-game-marketers-are-scrambling-to-catch-up-84264b34
https://www.cnil.fr/fr/les-fiches-pratiques-ia
https://intelligence-artificielle.developpez.com/actu/368089/Le-bot-d-OpenAI-detruit-le-site-Web-d-une-entreprise-de-sept-personnes-comme-une-attaque-DDoS-consequences-du-non-respect-de-robots-txt/
https://intelligence-artificielle.developpez.com/actu/368089/Le-bot-d-OpenAI-detruit-le-site-Web-d-une-entreprise-de-sept-personnes-comme-une-attaque-DDoS-consequences-du-non-respect-de-robots-txt/
https://intelligence-artificielle.developpez.com/actu/368089/Le-bot-d-OpenAI-detruit-le-site-Web-d-une-entreprise-de-sept-personnes-comme-une-attaque-DDoS-consequences-du-non-respect-de-robots-txt/
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… for intellectual property purposes, … 

Web data extraction can also infringe intellectual property rights. In a briefing note providing 

an overview of opt-out mechanisms, the PEReN (a French public body that supports the other 

public authorities in regulating digital platforms and AI by providing technical expertise) 

highlights copyright-related issues by citing the example of a sanction imposed on Google in 

2024 for training generative AI models on data from websites and news agencies without 

informing them and without providing a mechanism allowing them to object to the use of 

their content by Google’s AI systems without affecting their visibility in the search engine. 

More broadly, the PEReN discusses the issue of value sharing raised by the collection of 

publicly accessible online data between foundation model developers and the owners of the 

websites whose data is used for training. 

 

… and for the protection of the personal data of data subjects 

Furthermore, web data extraction often involves the collection of personal data. In such cases, 

compliance with the GDPR is required, and it must be ensured that the data processing is 

lawful. For example, the CNIL recognizes legitimate interest (Article 6(1)(f) of the GDPR) as a 

valid legal basis for collecting publicly available online data for the purpose of developing AI 

systems, provided that strong safeguards are implemented. Those safeguards are detailed in 

a dedicated AI how-to sheet from the CNIL. 

 

We therefore propose a series of three articles aimed at: 

• reviewing existing practices for collecting publicly accessible online data; 

• detailing the declarative methods that website publishers can implement to regulate 

such practices; 

• exploring the measures that can be used to completely block access to a website when 

the user is identified as a scraping bot. 

 

Should measures taken be tailored? 

Fallible methods, unsuitable for personal data 

Combining declarative protocols with blocking methods (presented in the articles below) 

minimizes as much as possible the risk of unwanted data extraction of a website. Declarative 

protocols are based on existing standards and on initiatives specifically designed for data 

extraction bots. Nevertheless, the question remains as to whether they will be systematically 

respected. Blocking measures make it possible to control more generally malicious traffic on 

a website, including the detection of scraping bots that do not comply with declarative 

https://www.peren.gouv.fr/actualites/2025-07-21_etat_lieux_protocoles_opt-out/
https://www.cnil.fr/fr/node/165906
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protocols. While, in practice, they can prevent a detected bot from browsing the website, they 

may also negatively affect the user experience, be intrusive, and still remain fallible. 

Moreover, these methods are not specifically designed to ensure the exercise of the right to 

object under the GDPR when the collection concerns personal data. Since declarative methods 

are limited to permissions by page and/or by content type, a granular objection mechanism 

at the level of each individual data subject still remains to be developed. 

 

Tailoring one’s objection according to the bot’s purpose 

Finally, it is worth considering which types of data extraction bots should be blocked, as there 

are several categories serving different purposes. In its note on objection mechanisms, the 

PEReN proposes classifying the various bots used by LLMs into four categories: “AI data 

scrapers,” which collect data for the purpose of training foundation models; “AI search 

crawlers” or “AI assistants,” which browse the internet to provide up-to-date content for users 

of conversational agents; and “undocumented AI agents,” unidentified scraping bots whose 

data collection purpose is unknown. 

Conversational agents, although prone to hallucinations, are increasingly becoming a major 

and sometimes exclusive source of information. They now almost systematically implement 

web search functionalities (through “AI search crawlers” or “AI assistants”) in order to provide 

reliable and up-to-date responses, which therefore credit the websites used to generate them. 

Users can follow the links provided to verify the sources and further their research. While this 

practice does not necessarily lead users to systematically click on these links, it at least gives 

them the opportunity to do so. It is therefore legitimate to question whether access to a 

website’s content by such bots should be forbidden, as this would prevent the website from 

being used as a reference in a conversational agent’s response. 

This issue is all the more relevant given that the emergence of agentic AI means that 

foundation models can now perform autonomous actions on a virtual browser at a user’s 

request. Blocking these bots therefore amounts to blocking the human user behind the 

request. 

 

Alternatives to opting out of web data extraction 

A website publisher may therefore wish to make its content accessible to these scraping bots 

in order to appear among the sources used by conversational agents in the responses they 

provide to end users. From this objective emerges the concept of SAIO (Search AI 

Optimization), the equivalent of SEO (Search Engine Optimization) applied to optimizing a 

website’s visibility and usability for AI bots. It is also worth noting the emergence of protocols 

such as “LLMs.txt,” a text file inserted into a website’s source code that makes it possible to 

include information easily readable by a conversational agent, thereby giving it direct access 

https://www.peren.gouv.fr/actualites/2025-07-21_etat_lieux_protocoles_opt-out/
https://www.lefigaro.fr/medias/resumes-traductions-recommandations-l-ia-de-plus-en-plus-utilisee-comme-source-d-information-note-un-rapport-20250617?msockid=1f5622d182b5641413f834fd830165dd
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to relevant content of the website. Companies such as Parallel AI or Perplexity specialize in AI-

optimized search, illustrating the growing importance of this use case. 

Finally, it is possible to establish contracts with companies that engage in online data 

collection. The PEReN notably cites partnerships between OpenAI and Le Monde, Google and 

Associated Press, as well as between Perplexity, Humanoid (Ebra), Mistral AI, and Agence 

France-Presse. Reddit also provides an API granting access to the platform’s public data in a 

structured and cleaned format. These partnerships make it possible to generate revenue from 

scraping activities and contribute to a rebalancing of the benefits derived by both parties from 

data collection. 
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Crawling, scraping and TDM explained 

Before examining the means available to website publishers to block the collection of their 

data, it is first necessary to define the practices implemented by search engines and 

companies developing generative artificial intelligence models. Several concepts are used in 

this context: crawling, scraping, and TDM (Text and Data Mining). Although these terms refer 

to similar practices, their exact scope varies depending on usage and interpretation. It is 

therefore essential to clarify the meaning of each of these terms in order to establish a 

precise framework for the discussion. 

 

Web crawling 

 

Image generated by AI (Imagen, Google) 

 

Web crawling refers to the automated process of exploring web pages accessible on the 

Internet. It begins from an initial set of URLs, known as seed URLs. These starting points make 

it possible to initiate the exploration of the web. At this stage, the remaining pages available 

online, numbering in the billions, are still unknown. The purpose of crawling is precisely to 

discover these remaining web pages by following the hyperlinks found on the pages visited. 

The result of this collection operation is referred to as a crawl. 

Let us take the example of Common Crawl, a non-profit organization specializing in crawling. 

Every month, it publishes the results of its explorations as open source data. As starting points, 

Common Crawl uses URLs provided by third parties, others extracted from “sitemaps” (a 

protocol enabling website providers to supply machine-readable information about the pages 

https://www.worldwidewebsize.com/
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that can be explored), major domain names identified through the web graphs it builds, as 

well as random samples of URLs originating from previous crawls. These seed URLs amount to 

several hundred million. The organization then proceeds using a breadth-first search 

approach, with a maximum depth generally set at around 4 to 5 “hops”, allowing the discovery 

of new URLs. These methods enable it to explore around 2 billion web pages per month, 

bringing the total number of unique URLs collected between July 2024 and June 2025, to 20 

billion, for instance. Each crawl makes it possible to discover new URLs while inevitably 

including duplicate URLs already present in previous crawls. These duplicates nevertheless 

serve to update already known pages, which constitutes one of the major challenges of web 

crawling.  

This exploration is similar to traversing a directed graph. Indeed, websites are interconnected 

through internal links, which enable navigation between the different pages of the same site, 

and external links, which point to other websites. For example, a hotel comparison website 

may aggregate the offers available in a given region and during a specific period of time, then 

redirect the user to hotel websites to complete the booking. Conversely, Wikipedia pages 

contain numerous internal links that facilitate navigation from one article to another within 

the site.  

Starting from a given set of URLs, web crawling therefore enables the progressive and 

recursive discovery of links. This exploration is accompanied by the collection of the visited 

URLs, the titles of web pages, their descriptions, and their HTML content. The databases built 

as a result of crawling reach sizes on the order of petabytes (PBs), with one petabyte 

corresponding to 1,000 terabytes. 

 

 

Example of link discovery using the LINC website homepage as the seed URL. The numbering indicates the 

order in which pages are discovered according to the BFS traversal algorithm. 

 

https://commoncrawl.org/blog/january-2018-crawl-archive-now-available
https://commoncrawl.org/blog/january-2018-crawl-archive-now-available
https://commoncrawl.github.io/cc-crawl-statistics/plots/crawlsize
https://commoncrawl.github.io/cc-crawl-statistics/plots/crawlsize
https://commoncrawl.github.io/cc-crawl-statistics/plots/crawloverlap
https://commoncrawl.org/blog/june-2025-crawl-archive-now-available
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Originally, web crawling was one of the key stages in the development of search engines. Once 

URLs have been crawled and the content of the associated pages collected, an indexing phase 

is carried out to reference and rank web pages by analysing their HTML content, in order to 

provide relevant and personalized search results to the user of the search engine. For 

example, 50 billion web pages were indexed by the Google search engine in January 2025. 

 

Web scraping 

Web scraping refers to the extraction of information contained in already known web pages. 

This is the main distinction from web crawling. Starting from identified URLs, web scraping 

consists of analysing the HTML content of each page in order to extract relevant data, and 

then structuring that data so that it can be used. 

Web scraping offers a wide range of uses, including price monitoring, which consists in 

automatically comparing a company’s prices with those of its competitors. This makes it 

possible to conduct competitive intelligence or analyse pricing trends within a given market. 

This technique also facilitates the automated aggregation of data, which is useful in many 

contexts: financial analysis, the creation of journalistic corpora, or academic research. In these 

latter cases, scraping makes it possible to gather large volumes of information in order to 

conduct investigations, support analyses, or establish as comprehensive a state of the art as 

possible. 

The principles of web crawling and web scraping can therefore be summarized as follows: the 

former consists in collecting the URLs of web pages accessible online, while the latter aims to 

extract and structure the relevant information contained within those pages. 

 

 

Image generated par AI (Imagen, Google) 

 

https://www.worldwidewebsize.com/
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Scraping and crawling bots 

Crawling and scraping are two complementary practices that enable large-scale automated 

data collection. This automation relies on the use of bots (referred to respectively as crawlers 

and scrapers, or more generally as spiders, and sometimes wanderers), i.e., software 

programs designed to systematically explore web pages and extract relevant information. 

When deployed at scale, these bots are typically run across multiple machines in order to 

distribute the load and speed up the collection process. They are hosted in geographical 

regions close to the servers of the targeted websites, in order to reduce latency and optimize 

collection efficiency. 

Their deployment at Internet scale therefore raises numerous technical, algorithmic, and 
infrastructural challenges, due to the billions of pages to be explored, the need for 
exhaustiveness, and the massive volume of data generated. Among the key issues, the 
following can be highlighted: 

• Intelligent distribution of bots across websites in order to avoid the risk of server 
overload;  

• Regular updating of collected pages, with questions of frequency and prioritization 
to ensure data integrity and accuracy;  

• Deduplication of collected information, including the detection of near-duplicates 
using algorithms such as SimHash, which make it possible to identify pages that are 
highly similar but not identical (for example, variations containing different 
advertisements);  

• Finally, data cleaning, an essential step to make the collected information usable for 
downstream analysis or applications. 

 

Example of scraping 

Le moissonnage s’effectue en repérant les balises HTML d’intérêt par leur type (paragraphes 

<p>, sections <div>, etc.) ou les classes et identifiants CSS associés (champs « id » et « class »). 

Sur Python, nous pouvons par exemple utiliser la bibliothèque requests pour télécharger le 

contenu .html d’une page web, puis la bibliothèque bs4 pour en extraire le contenu d’intérêt. 

La figure ci-dessous montre comment il est possible d’automatiser la collecte de données sur 

une page web, en utilisant soit les balises HTML, soit les noms d’identifiants CSS : 

 

 

 

 

 

https://nlp.stanford.edu/IR-book/html/htmledition/distributing-the-crawler-1.html
https://nlp.stanford.edu/IR-book/html/htmledition/distributing-the-crawler-1.html
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In this example, the text contained in all the paragraphs on the web page is collected first, followed by only 

the paragraph whose CSS identifier is id="tragedie" 

 

TDM (Text and Data mining) 

Finally, the term TDM (Text and Data Mining) refers to the set of practices that enable the 

analysis of large volumes of data in all its forms: text, images, video, audio, and so on. The 

concept of TDM therefore broadly covers all the steps involved in extracting information from 

datasets that are too large to be processed using traditional methods. TDM practices include 

the collection and processing of such data (cleaning, feature extraction and mathematical 

representation, etc.), as well as the application of analytical algorithms and methods to extract 

information (clustering, decision trees, SVMs, neural networks, language models, etc.) or to 

structure the data. In this sense, scraping could be considered a step within TDM in the context 

of training a foundation model. However, the term TDM is sometimes also used to refer to 

the initial data collection phase, and can therefore be confused with web scraping and/or web 

crawling. For example, the TDMRep protocol discussed later refers to a means of controlling 

the collection of publicly available web data by bots on websites. 
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Application to the creation of large databases for 

training LLMs 

Mastering crawling and scraping is particularly important for building large, high-quality 

datasets used to train foundation models, and it has a major impact on the final performance 

of the resulting model. 

These combined techniques make it possible to carry out large-scale data collection that is as 

exhaustive, diverse, and high-quality as possible. Crawling enables the discovery of web pages, 

which are then scraped to extract valuable content and use it to train AI models. 

Because they are often used together, the two practices are generally referred to using a 

single umbrella term. In the following sections, when the distinction is not necessary, the term 

“web data extraction” will be used to refer to both scraping and crawling, and the term “bot” 

will be used to refer to any algorithm used to collect publicly available online information. 

https://arxiv.org/pdf/2504.16511
https://arxiv.org/pdf/2504.16511
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Preventing web data extraction using declarative 

methods 

There are several ways to prevent web data extraction, which can be combined and operate 

differently. One such approach involves declarative methods, meaning they do not block a 

bot’s access to the website but instead specify access rights in a non-binding way. The 

simplest method is to include provisions in the website’s terms of use (CGUs). These allow 

for a general objection to data collection the website, but they are costly to read. Indeed, 

this would require collecting the terms of use for each scraped domain, parsing their 

content, and extracting the rules governing access to the rest of the website. Such a practice 

is error-prone due to its lack of standardisation and does not scale well. It therefore needs 

to be complemented by machine-readable methods. 

 

The RFC 9309 protocol, or « robots.txt » 

The Robots Exclusion Protocol (RFC 9309) is a protocol from 1994 that allows a website 

publisher to define permissions and restrictions for scraping bots. Originally, it was designed 

to regulate crawling for indexing purposes in the development of search engines. It takes the 

form of a text file, “robots.txt,” which is added to a website’s source code. It must be publicly 

accessible by appending “/robots.txt” to a website’s root URL. The use of “robots.txt” files has 

now expanded to include controlling access by scraping bots that collect publicly available 

data to train AI models.  

The configuration of a “robots.txt” file is done in two steps. First, the bot to which access rules 

apply is specified using the “User-agent” field. This field corresponds to the name of the bot, 

which is generally provided by its developer and available on its website (for example, see the 

names of Anthropic bots below). It is also possible to find databases that compile the names 

of known bots. The “User-agent” field can also be set to an asterisk (*), in which case the rules 

apply to all bots. Next, for each “User-agent” entry, the access permissions must be defined 

using the “Allow” field for authorization and the “Disallow” field for restriction. These 

permissions can be further refined by: 

• web page or directory,  
• file type (based on file extension) 

 

 

 

https://www.robotstxt.org/
https://www.robotstxt.org/orig.html
https://github.com/ai-robots-txt/ai.robots.txt/blob/main/robots.txt
https://github.com/ai-robots-txt/ai.robots.txt/blob/main/robots.txt
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Excerpt from the ‘robots.txt’ file of the website of the LINC 

 

 

Table of Anthropic’s AI bots and their uses 

 

 

 

file:///C:/Users/fvt/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/O359WUTK/linc.cnil.fr/robots.txt
https://support.anthropic.com/en/articles/8896518-does-anthropic-crawl-data-from-the-web-and-how-can-site-owners-block-the-crawler


How to prevent data extraction bots from collecting publicly available data  – June 2026 

                                                                  CC BY 3.0 FR                                                                            
16 

 

The tags <meta> 

It is also possible to object through the insertion of <meta> tags in the header of a web page’s 

HTML code, so that bots do not index the content of a given page (“NOINDEX” directive) and 

do not scan the links contained on the page (“NOFOLLOW” directive). 

 

 

Example of the use of the HTML <meta>tag to prevent scraping 

 

This method has the disadvantage of applying indiscriminately to all bots. In some cases, more 

granular access settings may be desirable. 

 

Emerging alternatives specific to scraping 

The main limitation of the “robots.txt” file lies in the absence of a fine-grained categorization 

of bots. 

Indeed, authorization or restriction rules apply either to all bots through the « User-agent:         

* » field, or to a specific set of agents that must be explicitly named in the file. It is therefore 

not possible to distinguish between different categories of bots, such as those used for 

indexing by search engines and those used for web data extraction to train foundation models. 

As a result, alternative solutions are emerging, either to complement the “robots.txt” protocol 

or to provide access rights specifically tailored to data collection for the training of AI models. 

 

The « ai.txt » protocol 

The « ai.txt » protocol, proposed by Spawning, follows the same structure as « robots.txt » 

files. It is placed in the same location within a website’s source code and is publicly accessible 

by appending « /ai.txt » to the root of the website. 

However, it is specifically intended for bots that scrape web pages for the purpose of training 

AI models. Rather than operating on a page-by-page basis, the « ai.txt » file makes it possible 

to prohibit collection by file type (text, image, audio, video, code). An « ai.txt » file generator 

is available on Spawning’s website. 

https://www.robotstxt.org/meta.html
https://www.robotstxt.org/meta.html
https://site.spawning.ai/
https://site.spawning.ai/spawning-ai-txt
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Example of an "ai.txt" file generated on Spawning’s website. 

 

The TDMRep protocol 

Finally, the community protocol TDMRep (TDM Reservation Protocol), developed by the 
World Wide Web Consortium, is an unofficial standard. Two fields govern this protocol: 
 

• tdm-reservation: this field is Boolean. It takes the value 0 when the website publisher 
authorizes the scraping of its data. When it takes the value 1, rights are reserved, and 
the website’s scraping policy must then be complied with.  

• tdm-policy: this optional field makes it possible to indicate a link to the website’s 
scraping policy. This policy may be provided as text within an HTML file (human-
readable) or as a dictionary in JSON format (machine-readable). This parameter is 
optional. If it is not specified and the tdm-reservation field is set to 1, this means that 
collection is, in principle, prohibited. 

 

The TDMRep protocol allows directives to be enforced in three different ways: 

1. By integrating a « tdmrep.json » file into the website’s source code, which must be 
publicly accessible by appending « /tdmrep.json » to the website’s root URL. This file 
takes the form of a list of JSON dictionaries. Each dictionary must contain three 
attributes: 

a. location: specifies the directory of the website (a page or set of web pages) to 
which the rights apply; 

b. tdm-reservation, 
c. tdm-policy (optional). 

 

 

 

 

https://www.w3.org/community/reports/tdmrep/CG-FINAL-tdmrep-20240510/
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Typical example of a "tdmrep.json" file taken from the protocol documentation 

 

2.   By including fields in HTTP response headers. When the content of a web page is sent 
to a user, the protocol proposes integrating the tdm-reservation and tdm-policy 
parameters into the HTTP headers accompanying the website content, in order to specify 
the collection rights applicable to each request made by the client. 

a. Note: the protocol documentation specifies that this is the preferred method, 
as it is already integrated into the Spawning API. It enables the creation of 
databases through the collection of online data while complying with objection 
protocols, including this one. 

 
 

 

Example of the insertion of the "tdm-reservation" and "tdm-policy" fields into the HTTP response headers 

sent by the server to the client. Taken from the protocol documentation. 

 

3.  As with « robots.txt » files, it is possible to include these fields directly in the HTML 
code or in EPUB files (« Electronic PUBlication » a standardized file format designed for 
distributing e-books) using the <meta> tag. 
 

 

 

 

https://www.w3.org/community/reports/tdmrep/CG-FINAL-tdmrep-20240510/
https://spawning.ai/spawning-api
https://www.w3.org/community/reports/tdmrep/CG-FINAL-tdmrep-20240510/
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Example of the use of <meta> tags in HTML files first, and then in EPUB files, to apply the TDMRep 

protocol. 

 

Discussion on the scope of these methods 

Uneven adoption 

The « robots.txt » protocol remains the most widely used protocol to date for regulating the 

practices of scraping bots. According to Common Crawl, 30 million of the 37 million domains 

included in their November/December 2023 crawl had a « robots.txt » file (approximately 

81%). By contrast, for example, fewer than 0.002% of websites had implemented the TDMRep 

protocol when combining the presence of the tdm-reservation and tdm-policy fields in HTTP 

request headers and website metadata. Moreover, adoption appears to concern mainly 

website publishers from Western Europe, particularly France, with 134 of the 250 most-used 

domains reportedly equipped with it. This trend may be explained by the fact that the 

standard was proposed by the French NGO EDRLab. 

Maintaining a « robots.txt » file therefore remains the most widely adopted solution for 

opposing the scraping of a website. It is also the one most likely to be respected by scraping 

bots. However, it remains useful to consider the cumulative implementation of other 

methods, with a view to increasing their visibility necessarily gradual but which could 

ultimately facilitate the exercise of rights in the context of web data extraction. 

 

https://www.w3.org/community/reports/tdmrep/CG-FINAL-tdmrep-20240510/
https://www.w3.org/community/reports/tdmrep/CG-FINAL-tdmrep-20240510/
https://commoncrawl.org/blog/a-further-look-into-the-prevalence-of-various-ml-opt-out-protocols
https://commoncrawl.org/blog/a-further-look-into-the-prevalence-of-various-ml-opt-out-protocols
https://www.edrlab.org/open-standards/tdmrep/
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Measures with limited guarantees 

The inherent limitation of declarative solutions is that they are not binding. They may not be 

respected. Compliance with these measures relies on trust in the actors developing AI 

systems, a trust that is sometimes weakened by a lack of transparency regarding the 

construction of training datasets, as well as by documented breaches. Indeed, according to 

Cloudflare and the media Wired, Perplexity, for example, has allegedly collected large volumes 

of data while deliberately circumventing websites’ « robots.txt » files. This loss of trust among 

website publishers creates a risk of an “internet closure,” as described by the PEReN, through 

the implementation of measures that restrict public access to their content. 

For information, the Spawning company provides the Have I Been Trained platform, which 

makes it possible to determine whether a website is included in known training datasets. 

 

User experience remains unaffected 

The main advantage of declarative methods is that they have no impact on the human user 

journey, which remains unchanged by the implementation of these measures. They also do 

not require the collection of specific data about website users in order to function, unlike the 

deployment of blocking solutions described in the following section. We will also see that 

some of these methods lead to a slowdown in the user experience, as users are required to 

prove that they are indeed human. 

 

https://www.theverge.com/news/718319/perplexity-stealth-crawling-cloudflare-ai-bots-report
https://www.wired.com/story/perplexity-is-a-bullshit-machine/
https://www.peren.gouv.fr/actualites/2025-07-21_etat_lieux_protocoles_opt-out/
https://haveibeentrained.com/
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Prevent web data extraction by blocking access to the 

website 

The previous article examined how to prevent web data extraction through statements in 

the terms of use or through protocols that make it possible to declare machine-readable 

access rights. However, a website publisher may wish, in addition to these non-blocking 

measures for bots, to implement detection and blocking mechanisms. 

 

Dynamic Page Loading for website development 

It is possible to start with a method that does not block bots from accessing the website, but 

which may hide its content. 

When developing a website, it is now very common to use “Dynamic Page Loading”. This 

paradigm makes it possible to modify the content of a website without systematically 

reloading the page. To achieve this, the HTML content to be displayed is embedded in 

JavaScript functions that are triggered by user actions (clicking a button, entering text into 

input fields, opening a dropdown menu, etc.), or upon page load when accessing the website. 

As a result, most of the HTML code is actually contained within the website’s JavaScript files. 

The simplest scraping methods (and in particular scraping techniques) operate by 

downloading .html files without executing JavaScript code, which prevents access to HTML 

content embedded in .js files. Commands such as curl, usable in a terminal, or the Python 

requests library, work in this way. 
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This simple example illustrates how a website’s HTML content can be embedded within JavaScript functions. 

In this case, the content is not retrievable through a naive collection of HTML tags from a website’s .html 

file, as it is not present there. 

 

A measure with limited effectiveness 

Developing a dynamic website offers advantages in terms of content management and user 

experience personalisation, and can have an indirect effect on the scraping of website data. 

However, using this paradigm solely to hinder scraping bots has limited effectiveness. Indeed, 

many programming libraries such as Selenium make it possible to simulate a web browser and 

therefore execute JavaScript code. When a JavaScript function is triggered by user interaction 

with the website, the HTML content contained in the JavaScript functions is then loaded onto 

the web page (the .html file is modified accordingly) and can therefore be collected. 

 

Setting up access restrictions 

It is also possible to limit access to certain pages by requiring users to log in through 

authentication methods. This approach was notably adopted by 404media after discovering 

that their article content was being extensively scraped. An alternative preferred by other 

media outlets is to protect web pages with paywalls, which require users to subscribe or pay 

in order to access the content. 

These techniques are rarely implemented with the primary aim of preventing website 

scraping, and they may affect access to content, as users may be required to create an account 

and/or pay to access part of the website. However, it is still useful to note the impact these 

features have on access to the website for scraping bots. 

https://www.404media.co/why-404-media-needs-your-email-address/
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Using CAPTCHAs 

CAPTCHA is an acronym for “Completely Automated Public Turing test to tell Computers and 

Humans Apart”. When a website is equipped with one, a CAPTCHA appears as a window when 

a user attempts to access it. Its role is to determine whether the user trying to connect to a 

given website is human or a machine. Verification relies on solving puzzles that can take 

several forms (see examples of CAPTCHAs below): 

• Image analysis: selecting images that match a given instruction, solving a puzzle, 
rotating a 3D object into the correct orientation, etc.  

• Reading distorted text (sequences of numbers, letters, words, etc.) that must be 
transcribed,  

• Transcribing an audio sample (word, sequence of numbers, etc.),  

• Solving mathematical puzzles: simple math questions posed in natural language that 
must be answered,  

• Etc. 
 

 
 
Examples of CAPTCHAs that can be encountered on the Internet. There are many others, which can take a 
variety of forms. 

 

These tasks, which are easily performed by humans, are more difficult for a machine and may 

prevent it from accessing the website. 
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Impact on user experience 

The main drawback of CAPTCHAs is their impact on the human user experience. Indeed, their 

systematic implementation requires users to solve these puzzles each time they visit a new 

website. According to the website BuiltWith, nearly one third of websites among the top one 

million most visited are equipped with CAPTCHA technology. A Stanford study showed in 2010 

that solving visual CAPTCHAs took an average of 9.8 seconds, and 28.4 seconds for audio 

CAPTCHAs. 

Less time-consuming alternatives exist, but they are more questionable from a personal data 

protection standpoint, as the solving of puzzles is either entirely removed or triggered only in 

cases of suspicious behavior. When a user accesses a website for the first time, CAPTCHA 

technology may track their behavior (request frequency, time spent per page, types of pages 

visited, etc.). The user’s activity data is then transmitted to the website publisher, who may 

choose to block them if abnormal activity is detected (this is how Google’s reCAPTCHAv3 

works). In the case of reCAPTCHA v2, behavioral analysis may automatically trigger the 

appearance of a challenge if the user is likely to be a bot. Other competitors such as hCAPTCHA 

or Cloudflare Turnstile offer similar solutions. 

These approaches essentially combine traditional CAPTCHAs with other bot-detection 

methods, similar to those used by CDNs (see below). Indeed, a website publisher can 

implement user behavior monitoring and determine whether it appears unusual or abnormal 

(for example, a very high frequency or volume of requests). From there, they may choose to 

block the associated IP address to prevent access to the website. 

 

A method far from foolproof 

While CAPTCHAs do act as a barrier to data extraction, they also raise accessibility issues for 

websites that use them and can be bypassed. General-purpose AI models are increasingly able 

to solve CAPTCHAs with ease. A visual example is OpenAI’s new agentic AI, which can complete 

CAPTCHAs on its own when responding to a user’s request. It is also possible to rely on 

CAPTCHA farms, which provide low-cost outsourced human labor to which all CAPTCHAs 

encountered by scraping bots are redirected. These are then solved manually before the bot 

continues navigating the target website. 

Moreover, when CAPTCHA challenges are not systematically displayed but triggered by 

suspicious behavior, it is sufficient to ensure that the bot is always perceived by the website 

as a new user, for example through IP address rotation techniques. In such cases, the CAPTCHA 

is never triggered. 

 

https://trends.builtwith.com/widgets/captcha?
https://web.stanford.edu/~jurafsky/burszstein_2010_captcha.pdf
https://developers.google.com/recaptcha/docs/v3?hl=fr
https://docs.hcaptcha.com/invisible
https://www.cloudflare.com/application-services/products/turnstile/
https://www.lemonde.fr/pixels/article/2025/08/08/depasses-par-les-ia-pourquoi-les-captcha-pourraient-disparaitre_6627431_4408996.html
https://www.lemonde.fr/pixels/article/2025/08/08/depasses-par-les-ia-pourquoi-les-captcha-pourraient-disparaitre_6627431_4408996.html
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Examining the client’s HTTP requests 

A highly valuable source of information for identifying bots is the examination of HTTP 

requests sent by the client (the user browsing the Internet) to the web server hosting a 

website. These systems communicate using standardized protocols organized in several 

layers: application (HTTP protocol), security (TLS protocol), transport (TCP or QUIC protocols), 

and so on. By examining HTTP request headers and the properties of the browser being used, 

it is possible to determine whether the user is a bot by computing “fingerprints” of the 

requests at each protocol layer and comparing them with known fingerprints. This is known 

as fingerprinting.  

A fingerprint is an encoded string that summarizes a set of characteristic parameters observed 

during a network communication. It makes it possible to identify the machine originating a 

request and to infer certain information about its technical attributes. Fingerprint analysis can, 

for example, detect the use of a VPN or of programming languages used to connect to a 

website (Python, JavaScript). This information provides clues that the client connecting may 

be a bot. 

Once a client’s fingerprint has been determined at a given layer of the network 

communication protocol, it is compared with known fingerprints. If it matches those 

considered authorised to access the website, the connection is allowed. Otherwise, the IP 

address is blocked. It is also useful to compare fingerprints across different layers of the HTTP 

protocol in order to verify consistency between them. Inconsistencies in the information may 

indicate the presence of a bot that has attempted to simulate human user behavior. 

Thus, the JA4+ library is an open-source library that provides several methods for determining 

a client’s TCP, TLS, and HTTP fingerprints. At each layer, the collected data is sorted, 

concatenated, hashed, and then truncated in order to obtain a fingerprint of identical size for 

each client. 

For more information on fingerprinting, you can refer to our dedicated article. 

 

Using firewalls or CDNs 

Rather than implementing and maintaining these solutions “manually,” it is possible to rely on 

firewalls and CDNs (Content Delivery Networks), which are complementary tools for filtering 

and regulating network traffic. They generally incorporate bot-detection mechanisms. The 

JA4+ library, for example, provides a list of services that implement its fingerprints (including 

Wireshark, a tool used in this article to visualize HTTP requests; you may therefore have 

spotted fingerprints in some of the explanatory images).  

Cloudflare, for instance, uses JA4 fingerprints to detect bots and explains in an article that TLS 

fingerprinting is particularly effective and robust. It should be noted that the company is also 

exploring alternative approaches, such as implementing web page mazes: rather than 

https://github.com/FoxIO-LLC/ja4
https://linc.cnil.fr/le-fingerprinting
https://github.com/FoxIO-LLC/ja4
https://blog.cloudflare.com/ja4-signals/
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systematically blocking all bots, it may be sufficient to detect them and then add invisible links 

that trap them in an infinite sequence of pages, rendering them ineffective. 

The PEReN provides additional information on firewalls and CDNs in its dedicated note. 

 

Imperfect and sometimes intrusive methods 

In the case of data extraction bots that comply with the declarative rules presented in the 

previous section and are identified with a publicly accessible name, the use of blocking 

measures is, in principle, not necessary. However, they may still be used as a complement, 

since bots can be easily identified and therefore blocked. They also provide an additional 

safeguard for website publishers who have no way of verifying whether the rules set out in 

formal files are being respected. 

Nevertheless, these measures are primarily effective at blocking bots that disregard the rules 

set by website publishers and that may seek to collect publicly available content while 

remaining undetected, by simulating existing browsers and credible human behavior. More 

broadly, these methods are used for bot detection and can therefore improve overall security. 

However, no method is infallible, and there is a wide range of online content explaining how 

to bypass bot-blocking techniques by increasingly accurately imitating human users. 

Furthermore, as mentioned above, these blocking methods (CAPTCHAs, paywalls, 

authentication) can harm user experience by making access to website content less 

straightforward. 

 

 

https://www.peren.gouv.fr/actualites/2025-07-21_etat_lieux_protocoles_opt-out/
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Supplementary article: Fingerprinting  

The term “fingerprinting” refers to a technique used to characterise a client sending a 

request to a server with a unique string. A fingerprint makes it possible to identify the 

machine originating a request and to infer certain information about its technical attributes: 

browser used, IP address, use or non-use of a VPN, etc. This technique is very useful for 

filtering a website’s web traffic and blocking bots that may connect to it for scraping 

purposes or to carry out attacks such as DDoS, for example 

This article will begin with a reminder of web communication protocols, before explaining 

what information can be used to identify the client accessing a website by analysing each 

layer of these protocols and their respective fingerprints. 

 

Reminder on web communication protocols 

 

Reminder of the communication protocols used on the World Wide Web. Some websites use all three 

versions of the HTTP protocol, which is why it is important to study them. 

 

Web communication protocols 

When sending a request, a sender encapsulates its data progressively in accordance with the 

protocols of each layer. First, the sender’s data are divided into fixed-size units called Protocol 

Data Units (PDUs). At each layer, a header is added, specifying the protocol’s implementation 

details as well as addressing information that directs the request so that it reaches its 

destination. Thus, the PDU is encapsulated with information from the following layers: 

• Application layer: the header contains the domain name to which the user wants to 
connect;  
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• Transport layer: the header specifies the port of the application sending the request 
(for example, a browser) and the destination port of the receiver, forming a data 
“segment”;  

• Security layer (if applicable): at this stage, the transmitted PDU is encrypted;  

• Network layer: source and destination IP addresses are added, forming a data 
“packet”;  

• Link layer: source and destination MAC addresses are added, completing the request 
and forming a “frame”. 

 

A request takes the form of a sequence of hexadecimal numbers (once decrypted), which the 

receiver then decapsulates in reverse order.  

Before such requests can be sent, a client and a server must establish a connection, which 

takes place at the transport and security layers. The initial exchanges do not yet contain any 

data and are limited to segments allowing the client and server to identify each other and 

establish communication. It is at this stage that the server can gather information about the 

client, and thus detect whether it is a bot or not. Once the connection is established, 

application-layer headers are also useful for this purpose. 

 

HTTP/2 and HTTP/3, what differences? 

Up to version 2 of the HTTP protocol, published in 2015, web communication protocols were 

based on a TCP/IP architecture. The client and server establish an initial connection via the 

TCP transport layer before exchanging data. Requests must be sent and received in order, with 

acknowledgements ensuring successful delivery or, in the event of an error, the receiver 

requesting retransmission of corrupted data. This is a connection-oriented protocol. Such 

protocols are also used in applications like email transmission. They offer greater reliability, 

but at the cost of increased latency. 

HTTP/3, introduced in 2018, differs by using the QUIC protocol, which is built on UDP as its 

transport layer. The UDP protocol does not guarantee the order of packet delivery or 

acknowledgements at the protocol level. This protocol is therefore not reliable, despite its 

lower latency. The QUIC layer compensates for this by ensuring reliability, making sure that 

all requests are transmitted correctly and in the right order. More efficient congestion control 

mechanisms and packet loss handling, as well as faster client–server identification, make it 

possible to combine reliable communication with lower latency than the TCP/IP architecture. 

The following sections detail the information that can be extracted at each layer of the HTTP 

communication protocol. The next part explains how this information can be used to detect 

scraping bots. 

 

https://blog.cloudflare.com/fr-fr/HTTP-3-from-root-to-tip/
https://edgeone.ai/blog/details/quic-vs-udp-vs-tcp
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Transport layer TCP information 

For HTTP protocols based on a TCP/IP architecture, identification between the client and the 

server is performed through a TCP three-way handshake: the client sends an initial SYN 

(synchronize) packet to the server, which responds with a SYN-ACK (synchronize, 

acknowledge) packet. They also exchange their desired communication parameters. Finally, 

the client sends an ACK (acknowledge) confirmation packet to the server. The connection is 

then established. 

From the very first exchange of information with the client and the sending of the SYN 

packet, it is possible to determine the client’s IP address and perform an initial reputation 

check of that address using dedicated databases. It is also possible to maintain a blacklist of 

blocked IP addresses and verify that the connection attempt does not originate from an 

already listed address. Other techniques, such as blocking IP addresses responsible for 

abnormally fast and frequent requests, can be implemented as soon as the IP address is 

known. 

It is also possible to analyse the content of the TCP segment in the SYN request to characterize 

the client using the following fields: 

• Window Size: the maximum amount of data the receiver can hold in its cache before 
sending an acknowledgment (ACK) to the sender;  

• Maximum Segment Size (MSS): the maximum size of the data contained in the HTTP 
layer of a single request that can be sent by the client;  

• Window Scale: a scaling factor that allows the window size to be increased by 
multiplying it by this factor;  

• etc. 
 

 

 

 

 

 

 

 

 

 

https://edgeone.ai/blog/details/quic-vs-udp-vs-tcp
https://www.ipqualityscore.com/ip-reputation-check#:~:
https://www.ipqualityscore.com/ip-reputation-check#:~:
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Example of a SYN packet sent by the client, containing its IP address as well as options that characterize it. 

 

The aggregation of this information makes it possible to identify the client’s operating system 

or device, as well as the possible use of intermediate proxies, VPNs, etc. 

 

Setting up the security protocol 

The TLS (Transport Layer Security) protocol ensures the confidentiality and integrity of data 

exchanged over the network. In the case of a TCP/IP-based protocol, the TCP handshake is 

followed by a TLS handshake, which secures the communication. The client sends an initial 

unencrypted “Client Hello” request informing the server of the latest TLS version it supports 

(between TLSv1.2 and TLSv1.3), as well as the encryption algorithms it can use (i.e., the set of 

algorithms that both client and server can rely on to establish a secure connection: key 

exchange, data encryption, etc.). Subsequent messages are used in particular to exchange 

encryption keys before any data is transmitted between the two machines. Depending on the 

version of the security protocol (TLSv1.2 or TLSv1.3), the number of messages exchanged in 

plaintext varies. 

Since the client’s first request to the server for establishing the encryption protocol is not 
encrypted, it can therefore be used to determine, for a given client: 

• the supported encryption algorithms (ciphers) and their number,  

• the values of other “Extension” fields and their number. 

https://blog.foxio.io/ja4t-tcp-fingerprinting
https://blog.foxio.io/ja4t-tcp-fingerprinting
https://tls12.xargs.org/
https://tls13.xargs.org/


How to prevent data extraction bots from collecting publicly available data  – June 2026 

                                                                  CC BY 3.0 FR                                                                            
31 

 

The aggregation of this information makes it possible to characterise the TLS library specific 

to the application used for the connection. Thus, programs written in Python are very likely to 

share the same TLS fingerprint, and specific software such as VPN clients or a Windows-based 

client will each have a distinct TLS profile. 

 

 

Example of a ‘Client Hello’ message during a TLS v1.3 handshake  

 

QUIC handshake 

As explained previously, the HTTP/3 protocol replaces TCP as the transport layer with the 

QUIC/UDP protocol. One of the key differences is the replacement of a two-handshake 

process (TCP followed by TLS, to establish the connection and its encryption) with a single 

handshake process. This combines client identification and connection encryption. Thus, 

whereas the TCP handshake and the beginning of the TLS handshake are transmitted in clear 

text, encryption is introduced earlier when using the QUIC/UDP protocol, making it more 

difficult to extract information. However, as before, the first message sent by the client to the 

server is still transmitted in clear text. As a result, information gathering remains similar to 

that described above for TCP/IP protocols. 

 

 

https://quic.xargs.org/
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Information obtained in HTTP headers 

Once the client and server have been identified and the connection established between 

them, they begin exchanging data contained in the application layer of the request. In the case 

of the web, the protocol used is HTTP. Each Protocol Data Unit (PDU) in the request is 

accompanied by a header that can reveal information about the client (see an example below). 

 

Example of information contained in the application layer of the HTTP/1.1 protocol  

 

These header fields can be analysed to detect bots: 

• User-Agent: this parameter identifies the application, browser, or more generally the 
tool used to interact with the server. It can, on its own, be used to identify a bot 
whose name may appear in the value of this field;  

• Accept, Accept-Language, Accept-Encoding: these fields indicate the file types, 
languages, and encodings that the client can process;  

• Connection: this parameter specifies whether the connection to the website’s 
servers should be kept open after the request has been processed. The value “keep-
alive” indicates that it should;  

• If-Modified-Since: this header can provide information about the client’s time zone 
and therefore its location;  

• etc. 
 

A bot can be detected through the absence of fields typically provided by browsers (for 

example, a missing “Accept-Language” header may be characteristic of a bot), through 

abnormal values, or by identifying the bot’s name in the “User-Agent” field. Some companies 

that use data extraction bots make the value of this field public in order to allow easy blocking, 

in a manner similar to how the “User-agent” field is specified in « robots.txt » files. 

https://developer.mozilla.org/fr/docs/Web/HTTP/Reference/Headers
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Example of the ‘User-Agent’ fields of OpenAI scraping bots. The company also provides a list of their IP 

addresses. It is therefore possible to filter these bots by analyzing the HTTP request headers and the client’s 

IP address. 

 

Identifying the browser through client-side execution 

It is also possible, once the connection has been established and the server has sent the source 

code of the web page the client wishes to access, to obtain information about the client’s 

browser. The page’s JavaScript code can be used to collect the following information: 

• operating system and browser versions of the client,  

• screen size,  

• time zone,  

• installed fonts,  

• graphics rendering technology (“WebGL”) used,  

• installed plugins or extensions,  

• etc. 
 

This more intrusive collection of client information makes it possible to identify the user in an 

almost unique way. The absence of installed plugins, simplified graphics rendering 

technologies, or missing fields may raise suspicion that the user is a bot. The FingerprintJS 

library, for example, provides a tool that can be used to assess, based on its criteria, whether 

a user visiting a website is likely to be a bot. 

https://fingerprintjs.github.io/BotD/main/
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Example of information collected by the FingerprintJS library to detect a potential bot 

 

Accessibility of information 

Information extracted from the analysis of TCP and TLS headers during the establishment of 

the connection between the client and the server can be collected before the first exchange 

of application data. This makes it possible, for example, to identify and block a bot very early 

in the communication process. Moreover, since these headers are exchanged in clear text, 

their analysis does not need to be performed on the website’s server: it can also be handled 

by third-party services such as content delivery networks (CDNs) or cloud-based web 

application firewalls, which help monitor, filter, and regulate website traffic. 

In contrast, examining HTTP headers and browser-related information requires the ability to 

decrypt request content and must therefore be performed on the server hosting the website. 

 



How to prevent data extraction bots from collecting publicly available data  – June 2026 

                                                                  CC BY 3.0 FR                                                                            
35 

 

Using this information: fingerprints 

In order to leverage the information that can be extracted during the establishment of a 

connection between a client and a server by examining HTTP request headers and browser 

properties it is useful to adopt a systematic approach. One way to do so is to use libraries that 

compute fingerprints. 

A fingerprint is an encoded string that summarizes a characteristic set of parameters observed 

during a network communication. It makes it possible to identify the machine originating a 

request and to infer certain information about its technical attributes. 

 

Implementation of TCP, TLS and HTTP fingerprinting libraries 

The JA4+ library is an open-source library that provides several methods for determining a 

client’s TCP, TLS, and HTTP fingerprints. At each layer, the collected data is sorted, 

concatenated, hashed, and then truncated in order to obtain a fingerprint of identical size for 

all clients. 

Information obtained at a given layer can be enriched with data from other layers. Thus, the 

TLS fingerprint, in addition to information about the encryption protocol version, the number 

of cipher suites, and the client’s extensions, is supplemented by the following fields: 

• SNI (Server Name Indication): the hostname the client is attempting to connect to,  

• ALPN (Application-Layer Protocol Negotiation): the application-layer protocol used 
for communication (in practice, a version of the HTTP protocol),  

• whether the transport protocol is TCP or QUIC. 
 

https://blog.foxio.io/ja4t-tcp-fingerprinting
https://blog.foxio.io/ja4+-network-fingerprinting
https://blog.foxio.io/ja4+-network-fingerprinting
https://github.com/FoxIO-LLC/ja4
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Description of JA4+ library fingerprints and examples of corresponding clients 

 

These fingerprints are used as follows: once a client’s fingerprint has been determined at a 

given layer, it is compared with known fingerprints. If it matches those considered authorized 

to access the website, the connection is allowed. Otherwise, the IP address is blocked. For this 

purpose, the JA4+ library provides a database which, for each type of client (characterized by 

the application used, the TLS library, the type of device, the operating system, the “User-

Agent” string, and the certificate authority used), supplies the fingerprints made available by 

its library. 

Fingerprint analysis can, for example, detect the use of a VPN or a programming-language-

based TLS library used for scraping (Python, JavaScript). This information provides clues that 

the connecting client may be a bot. It is also useful to compare fingerprints with one another 

in order to check consistency across layers. Indeed, some fingerprints provide similar 

information about the client, and identifying inconsistencies between them can be an 

indication of a bot that has attempted to simulate human user behavior. An example of the 

library’s presentation is provided in the LINC article Opposing web scraping by blocking access 

to the website, along with a more detailed examination of fingerprints that can reveal the use 

of a VPN, and therefore potentially a bot. 

 

https://ja4db.com/api/read/
https://linc.cnil.fr/article-33-sopposer-au-moissonnage-en-bloquant-lacces-au-site-internet
https://linc.cnil.fr/article-33-sopposer-au-moissonnage-en-bloquant-lacces-au-site-internet
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Example of a database entry for the Chrome browser, version 31.0  

 

Implementation of browser fingerprinting libraries 

Regarding the implementation of browser fingerprints, there is the FingerprintJS library. It 

provides a specific module dedicated to bot detection based on browser fingerprinting. 

 

 

Example of client identification (the ‘visitorId’ field computed using the FingerprintJS library, along with a 

confidence score). 

 

Conclusion 

Fingerprinting therefore constitutes an effective way of identifying the client attempting to 

connect to a server. Although no method is entirely foolproof, analyzing and comparing 

fingerprints from the different layers of the HTTP protocol - both against known and trusted 

fingerprints and across layers to check for consistency - helps to minimize unauthorized access 

to a website. 

 

 

https://github.com/fingerprintjs
https://github.com/fingerprintjs/BotD

