
Note on this presentation 

March 2025

These slides were presented after the Privacy Research Day 2024

The presentation is organize in three parts:

Quickly present the CNIL, its organization and missions

Explain CNIL actions and competences (with a focus on enforcement)

Present the LINC and our research project

Some of these slides have not been updated in 2025 yet and may be outdated 

(following CNIL new organization)

1



A quick presentation of CNIL and LINC
05 June 2024
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CNIL organisation

Administratively Independent Administration (board of 18 members)
4 parliamentarians

2 members of the Environnemental and Social Council 

6 representatives of the highest courts

5 « qualified personalities » 

The Chairman of the Office of Information Policy (FOIA)

Chairwoman nominated by the President (re appointed in 2024)

Members of the CNIL do not receive orders from the government

Budget voted by the congress

Enforce the GDPR, ePrivacy (Cookies) and French Data Protection Act

Staff 280 people

48% legal experts, 19% computer scientists
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INFORM, PROTECT 

RIGHTS 

The CNIL responds to requests from 

individuals and professionals. It carries out 

communication actions with the general 

public and professionals, whether through its 

networks, the press, its website, its presence 

on social networks or by providing 

educational tools. 

Any person may contact the CNIL in case of 

difficulty in exercising their rights 

SUPPORT 

COMPLIANCE AND 

ADVISE 

In order to help private and public 

organizations to comply with the RGPD, the 

CNIL offers a complete toolbox adapted to 

their size and needs. 

The CNIL ensures that solutions are found to 

enable them to pursue their legitimate 

objectives in strict compliance with citizens' 

rights and freedoms. 

ANTICIPATE AND 

INNOVATE 

In order to detect and analyse technologies 

or new uses that could have a significant 

impact on privacy, the CNIL carries out a 

dedicated watch. 

It contributes to the development of privacy-

protective technological solutions by 

advising companies as early as possible, in a 

"privacy by design" approach. 

CONTROL AND 

SANCTION

The control allows the CNIL to verify the 

concrete implementation of the law. It can 

require an organization to regularize its 

processing (order to comply) or impose 

sanctions (fine, etc).
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2022: 21 sanctions, total of 101,277,900 euros

2023: 42 sanctions, total of 89,000,000 euros

In most cases, CNIL can only investigates (and if necessary sanctions) 
companies :

Whose main establishment is in France  or
With no establishment in Europe (with a loophole)

Complaints concerning entities whose main established is in another countries 
are transferred to the lead authority (several significant tech companies are in 
Ireland and Luxembourg)

Most frequent grounds:

Failure to inform individuals; 

Failure to respect individuals’ rights;

Failure to cooperate with the CNIL.

Every year, one third concern the security of personal data:

the security measures taken by the organizations are often insufficient;

the CNIL systematically checks the security of information systems when it 
carries out an inspection.
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Since 2022
“Simplified 
sanctions” 

- Similar to 

previous 

decision

- Simple 

question 

Sanction up to 

20K but not 

public
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After two years :

- Sanctions are pseudonymized on Legifrance (the French laws and decisions directory)

- They are deleted from CNIL’s website



CNIL receives a lot of complaints, but a bit less this year
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16 433

2023

16 433

2023



CNIL not only sanctions but also gives orders to comply 
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Orders to Comply by CNIL

39 for HTTPS issues on public websites

39 on vehicle registration ID readers



2022: 21 sanctions, total of 101,277,900 euros
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2023: 42 sanctions, total of 89 179 500 euros
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• 24 simplified sanctions (229 500 euros ) (15 sanctions during T1 2024)



Complaint/Audit/Sanction
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16 000 Complaints

340 Audits

42 Sanctions

• 14 publics

• 24 simple 

168 Orders to 

comply



Summary of the evolutions
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Complaints Inspections

Orders to comply and sanctions



Example: Cookies & other trackers

December 2021 : 

150 million and 60 million fines on

Cookies

Main issue: several clicks are required 
to refuse all cookies, against a single 
one to accept them.

ePrivacy only applies to companies 
with one establishment in France 
(not necessary the main 
establishment)
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GDPR 
(applies to personal 

data)

ePrivacy 

Directive
(information stored 

on/retrieved from 

devices)

Art. 4, 7 define conditions for 

consent to be legally valid

Art. 5(3): consent asked before 

processing data
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INFORM, PROTECT RIGHTS
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received calls visits on the website complaints received indirect access right
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Support compliance and advise
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Explore
LINC explores the future of the 
digital society, to better 
anticipate the impact of the use 
of technological innovations on 
privacy and freedoms.

Exchange
LINC creates a link between the 
actors of the digital society 
(companies, institutions, 
associations, civil society...), to 
better inform them about the 
new stakes linking ethics, 
freedom, and privacy.

Equip
The LINC adapts tools for 
departments and the public to 
inform about data use and the 
exercise of rights.

Experiment
LINC explores the future of the 
digital society, to better anticipate 
the impact of the use of 
technological innovations on 
privacy and freedom.



Social Sciences Computer Science Design
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LINC: 8 members



Explore
LINC explores the future of 
the digital society, to better 
anticipate the impact of the 
use of technological 
innovations on privacy and 
freedoms.

How ?

Through regular publications, 
online and offline (Cahiers 
Innovation & Prospective)



https://LINC.cnil.fr 28

Exploration on AR/VR



Cahier Innovation & Perspective 29



https://LINC.cnil.fr/en 30

Upcoming changes :
- Bio of the members of the Lab
- Section about the 

Research@Linc/videos
- English version (sort of), 

priority to AI content



https://design.cnil.fr/en

https://design.cnil.fr/en


Exchange
LINC creates a link between the 
actors of the digital society 
(companies, institutions, 
associations, civil society...), to better 
inform them about the new stakes 
linking ethics, freedom, and privacy.

How ?

Through educational 
interventions, during private or 
public events, and the 
organization of meetings.



Research@LINC 2023-2024
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6 octobre : "Clickwrap and the privacy paradox" 

3 novembre : "The top-down & bottom-up race for privacy enforcement in Europe«

15 décembre : "La fabrique sociale de l'intelligence artificielle. Concevoir et mettre en œuvre une « justice prédictive »«

12 janvier : "Patients’ knowledge, preferences, and perspectives about data protection and data control in health research" 

17 janvier : Demi-journée de recherche numérique adolescent (sociologie, psychologie, info-comm)

26 janvier : "La minimisation de données dans les formulaires papier" 

09 février  - Les conditions d'utilisation des réseaux sociaux sous l'angle des droits de l'homme

08 mars  - IA

15 mars - Environnement et data center

22 mars - IA

19 avril- Differentiel privacy en pratique

17 mai  - RGPD dans les applications mobiles

31 mai - Nanotargeting on LinkedIn

See the recordings : https://video.cnil.fr/c/cnil_linc

https://video.cnil.fr/c/cnil_linc


LINC collaborates with researchers 
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Exchange
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Privacy Research Day



CNIL-Inria Privacy Award

Exchange



Pinging companies when they are not reacting to 
research

• Researchers have responsible disclosure approaches, but Data 

Controller do not always react appropriately

• In (at least) one instance, we reached to a company to ask them to 

react to a research paper

• We could/should do more
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The LINC adapts tools for 
departments and the 
public to inform about 
data use and the exercise 
of rights.

Equip

How ?

“In-house” development and 
monitoring of existing projects



Benchmark of fines
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Italie



Automating the analysis of fines

❑ There is no exhaustive databased about GDRP (and 

ePrivacy) fines in Europe

❑ Several initiatives: GDPRHub (Noyb), Enforcement tracker, 

GDPRXive

❑ GDPRXive is an open source research project crawling 

DPAs website to collect data

• Analysis of the sanction must be done manually

• We’re working on automatizing this (with LLMs)
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Automatic transcription and translation
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❑ Utilizing WhisperLive for real time 

transcription

❑ Ctranslate for translation from 

English to French

❑ Almost used it for PRD



Map of heath data store
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https://carto-eds.beta.cnil.fr/



CookieViz
https://github.com/LINCnil

https://linc.cnil.fr/fr/cookieviz-2-new-features-observe-hidden-
web-practices

https://github.com/LINCnil
https://linc.cnil.fr/fr/cookieviz-2-new-features-observe-hidden-web-practices


The cookies observatory
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• October 2020 : Publication of new guidelines on cookies

• March 2021 : End of the grace period

• From January 2021 to September 2022 :  We monitored

the top 1000 websites to see how many cookies were set 

and observe the effect of enforcement

• In 2021, 90 websites received an order to comply:

• About 80% complied almost immediately

• Browser comparison : https://linc.cnil.fr/comparaison-

navig/

https://linc.cnil.fr/comparaison-navig/
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https://design.cnil.fr/en/design-patterns/

Design Patterns

21 design patterns propose various ways to 

implement the principle of transparency within 

the interfaces and user journeys of digital 

services.



LINC explores the future of 
the digital society, to 
better anticipate the 
impact of the use of 
technological innovations 
on privacy and freedom.

Experiment

How ?

Through the prototyping of tools, 
services and concepts around 
data.



Age verification prototype 47



OSINT Example 48

❑ Based on a real OSINT challenge

❑ Anonymized using generated pictures

❑ Quite effective

https://linc.cnil.fr/le-renseignement-en-sources-ouvertes-faire-le-lien-entre-vos-activites-sur-le-web



"Personal data protection: a sport for the rich?
Survey of complaints received by CNIL 

Source : https://linc.cnil.fr/la-protection-des-donnees-est-elle-un-sport-de-riches



Approach and issues

Why do individuals stand up (or not) for their rights to protect their 

personal data? 

What is the socio-demographic profile of people who contact CNIL? 

What difficulties can they encounter in exercising their rights?



Methodology

Statistical survey

Optional questionnaire at the 
end of the online complaint 
form from 15 February to 18 
April 2021

284 respondents (around 20% 
of complaints received over the 
same period)

Qualitative 
interviews

105 telephone interviews, 
lasting between 15 and 60 
minutes, conducted in March 
and April 2021

Analysis of 
complaints

Qualitative analysis of 
complaints recevied by mail in 
may 2016 and may 2019 (about 
2 000 complaints overall)
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Problematic situations



Complaints almost exclusively from 

individuals, rarely brought by an 

organisation (trade unions, 

associations, lawyers, etc.).

Complaints as part of people's daily 

lives: work has historically been a 

source of complaints

Problem situations and individual complaints
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Experiment : the impact of cookie 
banner design on consent rate

Sources :  https://sciencespo.hal.science/INSA-GROUPE/hal-04235032v1 &
https://linc.cnil.fr/etude-protection-des-donnees-et-cookies-leclairage-des-sciences-comportementales

https://sciencespo.hal.science/INSA-GROUPE/hal-04235032v1
https://linc.cnil.fr/etude-protection-des-donnees-et-cookies-leclairage-des-sciences-comportementales
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Experimental design



Impact of the design of cookie banners



User habituation and how dark and bright patterns influence future choices



Seeing two banners containing bright patterns increases the likelihood of clicking 
on "refuse" on the next banner, even when the banner is neutral. 

59

N=3 947
Exploratory analysis carried out on the choices made by individuals when faced with the first banner (#1) and the third banner (#3), controlling for age, gender, level of
education and employment status.

The adoption of bright pattern, even by a 
small number of (hopefully influential) 
sites, could therefore be enough to 
generate new habits.

Main observation



Follow up

● Testing eye tracking on different cookies banners

● Creating a virtual room with different cookie banners



Reidentification or location dataset : 
from theory to practice

Resource : https://linc.cnil.fr/geotrouvetous-projet-de-reidentification-par-geolocalisation

https://linc.cnil.fr/geotrouvetous-projet-de-reidentification-par-geolocalisation


Why

14/03/2025 62

• Alert on data collection by 

mobile apps

• Develop reidentification tools

• Identify leaky mobile apps



How to get a location dataset?

14/03/2025 63



How to get a free location data?

14/03/2025 64

Dataset in number: 
• 5 millions identifiers
• 1 week of data collection(8 au 15 octobre 2021)
• 100 millions geolocation

After data cleaning

• 800.000 identifiers with 20+ location points

• 20.000 identifiers with 1000+ location points



People who can be identified

Thanks to the 20KM race, we reidentified :
- 3 people (high confidence) that we contacted
- 2 people (lower confidence)

Paris 20 Km race



People who can be identified

Re-identification from home and work:
1) Identifying where you live
2) Identifying the workplace
3) Finding matches

Based on a sample of 20 people (out of 800,000),
6 have probably been re-identified



• 9 letters sent

• 2 answers

• People were not aware that their data was for sale

Contacting people



• Geolocation data is highly identifying

• Access to this data is not too complicated

• It is relatively simple to identify people at random

• What we should have done : send ads to the 

reidentified persons

Conclusion



Digital practices in middle schools

Resource : https://linc.cnil.fr/fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales

https://linc.cnil.fr/fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales


Numerique et adolescent
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RISQUE ABSTRAIT
(ex : Collecte abusive de cookies, publicité ciblée, 

bulles de filtres, réidentification.)

La prise de risque représente 

une opportunité en matière de 

visibilité, de réputation ou 

d’accès à des services. Le 

risque identifié est accepté pour 

accéder à cette opportunité.

Les conséquences du risque 

sont considérées comme 

minime, voire inexistantes. Pas 

ou peu de stratégies mises en 

œuvre. 

Le risque est identifié et associé 

à des dangers concrets et/ou à 

une émotion forte, nécessitant 

la mise en œuvre de stratégies 

de protection.

RISQUE CONCRET
(ex : Harcèlement, usurpation d’identité, 

vol de compte, pornodivulgation.)

Risque intégré Risque accepté Risque évacué
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Numerique et adolescent
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Le concept : équiper les stratégies existantes des adolescents pour protéger leurs 

données personnelles « sans les adultes », faire de la pédagogie par ce biais

Les principales fonctionnalités : 

• Anonymiser une photo de profil

• Vérifier/générer des mots de passe faciles à retenir

• Générer des pseudonyme personnalisés

• Outil d’accompagnement au droit à l’effacement 

(formulaires préremplis, checklist, etc.). 

• Notification d’alerte hameçonnage

MODE 

FANTÔME

Numerique et adolescent


